Building Efficiently &
Sustainably In The Cloud

Your path to de-carbonise your cloud environment

Shane Baldacchino
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Software Principles



Reducing
Emissions

Abatement /
Ca rbO n Qise Elimination

Reduction

How is the world tackling this
problem today?

Neutralization /
Removal

Compensation




Reductions can be higher
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L Cloud based sustainability use cases

IAAS migrations can reduce carbon emissions by more than 84% compared with conventional infrastructure. Reductions can be pushed even higher — By up to an
amazing 98% - by designing applications specifically for the cloud.



Carbon

Awareness

Do more when electricity is clean and
less when its dirty




Varies by time
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Energy distribution
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Net returned to the grid
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Self-consumed solar energy




But also location
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Sometimes we throw clean energy away

DEMAND THROW AWAY ADDITIONAL ENERGY
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Calculating
In Your Cloud Tech Stack



What is the SCI?

The SCl is a rate of carbon emissions, not a total and is bias towards actions that eliminates carbon
emissions. The equation is a simple and elegant solution to the extremely complex problem behind it:

Functional unit; this is how software
scales, for example by user, device
or API request

SCl = ((E * 1) + M) per R

_— T

Embodied carbon emissions from the
creation (and destruction) of hardware
that the software is running on.

Carbon emitted per kWh of energy,
in gCO2 / kWh
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Microsoft ] Sustainability

Calculate your cloud footprint

Estimate your carbon emissions related to using Microsoft cloud services—including
Azure and Microsoft 365—and make more data-driven decisions about cloud usage.

Cloud carbon tracking for your path to net zero

Using Power Bl template apps and consistent, third party-validated carbon accounting, the Emissions Impact Dashboard for Azure and the
Emissions Impact Dashboard for Microsoft 365 (now in preview) help you measure your Microsoft Cloud-based emissions and carbon
savings potential.

App for Azure > App for Microsoft 365 >



aWS ContactUs Supportv Englishv My Account~
N

Sign In

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement > Q

Cloud Financial Management Solutions v Services ¥ Community & Events

Customer Carbon Footprint Tool

Track, measure, review, and forecast the carbon
emissions generated from your AWS usage

Learn more

Measure the estimated Advance your understanding
carbon emissions from your of your carbon footprint
use of AWS services. drivers, from services to

geographies.

Customers Blog

Develop your sustainability
journey by forecasting
emissions against your
metrics and goals.




Go gle Cloud Overview  Solutions  Produc > Q Docs  Support @ English = Console : (’

Carbon Footprint Contact Us

Join us at the first-ever Google Cloud Sustainability Summit on June 28.

JUMP TO v

Carbon Footprint ™"

Measure, report, and reduce your cloud carbon emissions.

lI“a[
r

+ Include gross carbon emissions data in reports and disclosures VIDEO

sl

Watch this session and
« Visualize carbon insights via dashboards and charts

learn how to measure
+ Reduce the gross emissions of cloud applications and infrastructure carbon emissions on

Google Cloud

17:00




& Cloud Carbon Footprint Demo GetStarted Docs Github J @

Cloud Carbon Footprint

Free and Open Source

Cloud Carbon Emissions Measurement and Analysis Tool
TRY DEMO NOW

Understand how your cloud usage impacts our environment and what you can do about it

cloudcarbonfootprint.org
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Carbon Aware SDK

Integrated

An SDK to enable the creation of carbon aware applications, applications that
do more when the electricity is clean and do less when the electricity is dirty.

For developers to build carbon aware software, there is a need for a unified baseline to be
implemented.

The Carbon Aware Core API will look to standardize and simplify carbon awareness for
developers through a unified APIl, command line interface, and modular carbon-aware-logic
plugin architecture.

CLI API

@ Example 1 - Get the current emissions data for a specified location & Method:

$ ./CarbonAwareCLI -1 westus -d "azure-emissions-data.json"

<The request type>

& Response
GET | POST | DELETE | PUT

[
{

LOCETREITE RS, & Success Response:
"Time": "2021-11-17T04:45:11.5104572+00:00",
fRaties Qe e <What should the status code be on success and is there any
¥ returned data? This is useful when people need to to know

]

what thetr callbacks should expect!>

e Code: 200 Content: { id : 12 }




Carbon Aware CLI Reference

The following is the documentation for the Carbon Aware CLI

Format

$ CarbonAwareCLI -t <time> -1 <location 1> <location 2> -d <path to data file>

Parameters
Short Long
-1 —location
=1 --data-file
-t I
fromTime
-0 —output
-v —verbose
--lowest
Examples

Required /
Optional

Required

Required

Optional

Optional
Optional

Optional

Description

The location is a comma seperated list of named locations or regions specific to the
emissions data provided.

Path to the emissions source data file
The desired date and time to retrieve the emissions for. Defaults to ‘now’.

QOutput format. Options: console, json. Default is json
Verbose output

Only return the results with the lowest emissions.

Example 1 - Get the current emissions data for a specified location

$ ./CarbonAwareClI -1 westus -d “azure-emissions-data.json™

Response

[
1

"Location™: "westus",
"Time": "2021-11-17T84:45:11.5184572+60:88",

"Rating”: 31.@
}
1

Example 2 - Get the current emissions for multiple locations

$ ./CarbonAwareClI -1 westus eastus -d "azure-emissions-data.json™

Response

"Location™: “"westus",
"Time™: "2021-11-17T84:45:11.5184572+00:08",

"Rating”: 31.8

"Location™: “eastus”,
"Time™: "2021-11-17T84:45:11.589182+00:08",

"Rating”: 59.@



@ 36 lines (26 sloc) 1.28 KB Raw Blame - LlT—I

1 # Set the base image as the .MET 6.8 SDK (this imncludes the runtime}
FRO®M mcr.microsoft.com/dotnet/sdk:6.8 as bulld-env

P

L

- # Copy everything and publish the release (publish implicitly restores and builds)
COPY .fsrcf .f

(T3]

3 CoPY .fentrypoint.sh .f
]

9 #WORKDIR /srcf

18

11 RUN dotnet publish ./CarbonAware.CLI/CarbonAaware.CLI.csproj - Release -0 out --no-self-contained
12 RUN cp ./CarbonAware.CLI/carbon-aware.json out
13 RUN cp -r .fdatasdata-files/ out

15 BUN cp ./entrypoint.sh out

1% # Label the container

1%  #LABEL maintainer="Green-software-Foundaticn"

28 LABEL repository="https://github.com/Green-software-Foundation/carbon-aware-sdk™
21 LAEBEL homepage="https://github.comfGreen-Software-Foundation/carbon-aware-sdik”

(]
[

L

# Label as GitHub action

(=]

24 LABEL com.github.actions.name="CarbonfAware"

25 LABEL com.github.actions.description="A Github Action to enable the creatiom of carbon aware applications, applications that do more when the electricity is clean and do less
26 LABEL com.github.actions.icon="sliders"

27 LABEL com.github.actions.color="purple"

28

29 # Relayer the .NET SDE, anew with the build output

38 FRO®M mcr.microsoft.com/dotnet/runtime:6.8

31 COPY --from=build-env Jfout .

32 RUN apt-get update && apt-get install jg -y
EE!

24 RUN chmod +x entrypoimt.sh

L
LA

H#ENTRYPOINT ["/CarbonAwareCLI™]
36 ENTRYPOINT ™/ entrvooint.sh™1



Energy

Efficiency

Consume the least amount of
electricity possible
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ARMV8-A
Platform

ARM® Cortex®-A57 MP2 rOp0
Cortex-A53 MP4 rOp0
ARM Mali™®-T624 MP4 rOp1
CoreSight™ & CoreLink™ 400
ARM SBSA L1, CBSA L1, TBSA 1
ARM Cortex-M3 :

ARM Artisan®, POP™ [P
TSMC 28HPM
T76B109.00 W3 032 (TITI')

2714 1143 L




Azure SKU - CPU Architecture

Dpsv5 — Ampere Altra Q80-30

Dsv5 — Intel ® Xeon® Platinum 8370C

(lce Lake)

Dasvs — AMD's 3rd Generation
EPYC™ 7763v

Comparison of Azure VM SKU'’s — Cores / Threads vs. Frequency vs. TDP

Cores /
Threads

80 (80
Threads)

64 (128
Threads)

64 (128
Threads)

Clock
Rate

3.0 GHz

3.5 GHz

3.5 GHz

TDP

210

270

280

Watts Per
Core

2.625W

4218 W

4375W




SysBench CPU Prime Number Generation

468.07
368.3

[1 Threads] - AMD - D4asv5

654.11
[1 Thread] - Intel - D4sv5

438.81
[1 Threads] - ARM - D4psv4

351.75

[4 Threads] - AMD - D4asv5
828.64

[4 Threads] - Intel - D4sv5

623.57

[4 Threads] - ARM - D4psv4
1405.28

o

200 400 600 800

1000 1200 1400 1600

m Cost Per 1000 Events In Cents [Lower Is Better] mEvents Per Second x 1000 [Higher Is Better]

SysBench Heavy Computational MySQL -
oltp_read_write
Cost Per 100 TPS vs. Latency (Seconds)
P40 Premium SSD

AMD - D4asv5 - $206.47 per month

R i 0
500 TPS Target - 501.47 TPS Actual - 100.294% — $34.38

Intel - D4sv5 - $192.44 per month

- - 0
200 TPS Target- 49852 TPS Actual - 9570 I ¢::.c0

ARM - D4PSv4 - $154.35 per month

- - 0,
500 TPS Target - 498.92 TPS Actual - 99.764% — $30.94

AMD - D4asv5 - $206.47 per month 013848

- - 0
750 TPS Tagret - 742.23 TPS Actual - 98.964% — $23.06

Intel - D4sv5 - $192.44 per month N

- - 0,
750 TPS Taregt - 747.37 TPS Actual - 99.649% — $25.75

ARM - DAPSv4 - $154.35 per month BL.40042

B _ 0,
750 TPS Target - 632.6 TPS Actual - 90.764% . <> 65

$0.00 $5.00 $10.00$15.00$20.00$25.00$30.00$35.00$40.00$45.00$50.00

® Average Latency per TPS - P40 Premium SSD - Seconds [Lower Is Better]
m Cost Per 100 TPS - SysBench Heavy Computational MySQL - oltp_read_write [Lower Is Better]



fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca ¢
mov pat pse36 clflush mmx fxsr sse sse2 ss ht syscall nx p
dpelgb rdtscp 1lm constant _tsc rep good nopl xtopology tsc_
reliable nonstop tsc cpuid aperfmperf pni pclmulgdg vmx ss
se3 fma cx16 pcid sse4 1 ssed 2 x2apic movbe popcnt tsc _de
adline timer aes xsave avx fl6c rdrand hypervisor lahf 1m

abm 3dnowprefetch invpcid single tpr_shadow vnmi ept vpid

ept_ad fsgsbase tsc _adjust bmil hle avx2 smep bmi2 erms in
vpcid rtm avx512f avx512dq rdseed adx smap avx5l2ifma clfl
ushopt clwb avx512cd sha _ni avx512bw avx512v1l xsaveopt xsa
vec xgetbvl xsaves avx512vbmi umip avx512 vbmi2 gfni vaes

vpclmulgdq avx512 vnni avx512 bitalg avx512 vpopcntdq la57
rdpid fsrm arch _capabilities

fp asimd evtstrm aes pmull shal sha2 crc32 atomics fphp a simdhp
cpuid asimdrdm lrcpc dcpop asimddp



Architectural
Levers

Do more with less
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Azure Updates data for last 6 months visualized. Rebuilt 51 minutes 34 seconds ago. ALL UPDATES EQUAL _—_
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Reduce carbon intensity with Cloud Changes

Carbon Intensity Renewable
(gCO,eq/kWh)

03:00 on May 19th 2022

Carbon Intensity Renewable
(gCO,eq/kWh)

15:00 on May 19t 2022

Source of electrical data: energymap.org

U C VAR O AVA » calu U - - U T C

RIGHT-SIZING YOUR AZURE CLOUD INFRASTRUCTURE

& & <P

Virtual Machine App Services Containers Functions
Ensure machines are  Shift suitable services Shift suitable services Shift to a serverless
right-sized. to app services. to containers on demand.  architecture, run on demand.
D2s v3 NC6s_v3 Azure Function
4.302 kWh (in 24 hours) 3.3 kWh (in 24 hours) 0.886 kWh (in 24 hours)
2,275.76 gCOzeq 1,745.7 gCO,eq 468.69 gCO.eq
A$7* for 24 hours A$149* for 24 hours A$0.68* for 24 hours

Azure Sustainability APIs
/’ Query carbon emissions for each service to carbon-shift software.

Source of cost data: Azure Calculator, as at 19th May 2022, in Australia Southeast & East region. Cost indicative only



VM'’s vs Containers vs Serverless - Its all tin.
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VM docker

I v I
I v s
v — v
I L
— v —— @ v
I v s v
Utilization  Sijze Boot Up Utilization Size  Boot Up
VM1 VM3 Containerl  Container2  Container3

Docker Engine

<
N

Hypervisor Operating System (Host OS)

Physical Server Physical Server or VM



Eliminate Your Web Server Tier




Static Web Apps | S3 | Azure Blob Storage

4

No servers
No patching
No scaling

Javascript




Static Web Apps | S3 | Azure Blob Storage

Home > Storage accounts > baldacchino

baldacchino | Static website * X

Storage account

‘ AL Search

Access keys
> Shared access signature
£ Encryption

© Microsoft Defender for Cloud

Data management
Redundancy
Data protection

Object replication

Static website

Lifecycle management

@
¢
&
&l Blob inventory
=
g
o}

Azure search

‘((

Save X Discard

Enabling static websites on the blob service allows you to host static content. Webpages may include static content and client-side scripts.
Server-side scripting is not supported. As data is replicated asynchronously from primary to secondary regions, files at the secondary endpoint
may not be immediately available or in sync with files at the primary endpoint. Learn more

Static website

.: Disabled @t :‘

An Azure Storage container has been created to host your static website.
$web

Primary endpoint (O

‘ https://baldacchino.z13.web.core.windows.net/ Iy ‘

Index document name ()

‘ index.html v ‘

Error document path

‘ error.html v ‘




Run Hotter

PU%

15732 root 21 1 230H 2132 1520 5 %8.7 0.1 6:17.50 whoami
17539 root 3 2132 1520 1 0:15.50 whoami
15758 root 1520 .33 whoami
16677 root

root
root
root
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/failZ2ban-server -b -5 /wvar; /ffail2ban/failZban.sock -p /var/run/failZban/
h process
/fail2ban-server -b -= /wvar/ /fail2ban/fail2ban.=sock fvar/run/fail2ban/

I
3K

o I T e T e T e B e B

3K

(PO S PR TRt
0 1]
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[55]

root
root

s
3K

=] =
s
3K

/postgres -D /= f1ib/ gresgl/9.3/main nfi ile=/etc/postgresgl/

ntpd.pid -

ailZban-server -b -s /3 4 /ffailZban/failZban.soc I frun/failZban/
n/fail2ban-server -b -s /1 /Srun/fail2ban/fail2ban.soc b frun/fail2ban/

s
3K

s
3K

=l
=

2
4
15

sr/ ‘python fusr/bin/ ilZban rver -b -s /wvar/ i ilZ?ban/failZban. [fwar/ ffail2ban/
r -b -8 /= ilZban/failZban. A failZban/
/failZban. fvar, ffail2ban/

ffaillban-server -b -2 /- frun/fail2ban/failZban. A frun/fail2ban/
fasr/ vthon fusr/bin/fail2ban-server -b -= /vary Jfaillban,/failZ2ban. /T i ffail2ban/
postgres: stats collector process
zshd: ffsapplipts/0
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upstart-udev-bridge --daemon
flib/=ystemd/systemnd-udevd —--daemon

1 -v -pf /run/dhclient.ethl.pid -1f fwvar/lib/dhcp/dhcli
dbus—-daemon —--system —-fork
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upstart—-file-bridge --daemon
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upstart-socket-bridge —--daemon
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he — Everywhere - CDN




Cache - Everywhere - In Memory Cache

Higher throughput Lower latency
- 10.2K 3,145 ms
-
=
™
S )
g 3
W 3
.§ 3
= o
=
@
|_
1.1K 271 ms
Azure 5QL DB Azure 5QL DB Azure 5QL DB Azure 5QL DB
8 vCores 2 vCores 8 vCores 2 vCores
-+ -+
Azure Cache Azure Cache

for Redis for Redis



Sustainable Architecture

Static OCR Processing
HTTPS GET
(STATIC) OCR Claim z
— SR — & &
CDN Static Blob <;> Cognitive Services Computer Vision
. Clai q
Single Web Page API Orch:;:ator Store Claim
Application r—
PP 10 Claim Upload Event @
| ; b — @ et >
L > v H
HTTPS GET API Login Store Claim Claims Blob Event Grid
(GRAPHQL) Management Function l
A ‘ ’
| 1 . .
| i (Priority Processing)
: : | &> & &>
| 1
i Sign-in i Authentication i Get Assessments Create Queue fqr Post Claim Info
______ > «—— and approvals backend processing
| .
Save Claim
AR (Immediate Processing)
(Low Priority Processing)
A/
CPU usage v
: +
{ Inactive Paused « <;> g
s
z ~ v 4 O) +
z ) & ) Azure SQL Serverless Backend Claim Store
m Claim Processing (Cosmos DB)

SS.S.SS.SSS333888%3383383338
g a5 RassnaRald s amsaasra

e Min vcores Max ycores Vcores used | Vceores billed



Your Language Matters

Ene Time Mb
©C 1.00 (c) Pascal 1.00
(c) Rust 1.04 (¢) Go 1.05
() C++ 1.56 (c)C 1.17I
(c) Ada 1.85 (¢) Fortran 1.24
(v) Java 1.89 (c) C++ 1.34
ASCa .14 (c) Chapel 2.14 (¢) Ada 1.47
(¢) Chapel 2.18 (¢) Go 2.83 (¢) Rust 1.54
(v) Lisp 2.27 (¢) Pascal 3.02 (v) Lisp 1.92
(¢) Ocaml 240 (¢) Ocaml 3.09 (¢) Haskell 2.45
(¢) Fortran 2.52 (v) C# 3.14 (i) PHP 2.57
(c) Swift 2.79 (v) Lisp 3.40 (c) Swift 27
(c) Haskell 3.10 (c) Haskell 3.55 (i) Python 2.80
(v)C# 3.14 (c) Swift 4.20 (¢) Ocaml 2.82
(¢) Go 3.23 (¢) Fortran 4.20 (v)Cs 2.85
(1) Dart 3.83 (v) F# 6.30 (i) Hack 3.34
(v) F# 4.13 (i) JavaScript | 6.52 (v) Racket 3.52
(i) JavaScript 445 (i) Dart 6.67 (i) Ruby 3.97
(v) Racket 7.91 (v) Racket 11.27 (¢c) Chapel 4.00
(i) TypeScript | 21.50 (i) Hack 2699 (v) F# 4.25
(i) Hack 24.02 (i) PHP 27.64 (i) JavaScript 459
(i) PHP 29.30 (v) Erlang 36.71 (i) TypeScript | 4.69
(v) Erlang 42.23 (i) Jruby 43.44 (v) Java 6.01
(i) Lua 45.98 (i) TypeScript | 46.20 (i) Perl 6.62
(i) Jruby 46.54 (i) Ruby 59.34 (i) Lua 6.72
i) Ruby 69.91 (i) Perl 65.79 (v) Erlang 7.20
(i) Python 75.88 (i) Python 71.90 (i) Dart 8.64
(i) Perl 79.58 (i) Lua 8291 (i) Jruby 19.84




A language empowering everyone
to build reliable and efficient software.

Why Rust?

Performance

Rust is blazingly fast and memory-
efficient: with no runtime or garbage
collector, it can power performance-
critical services, run on embedded
devices, and easily integrate with other
languages.

Reliability

Rust's rich type system and ownership
model guarantee memory-safety and
thread-safety — enabling you to eliminate
many classes of bugs at compile-time.

GET STARTED

Version 1.64.0

Productivity

Rust has great documentation, a friendly
compiler with useful error messages, and
top-notch tooling — an integrated
package manager and build tool, smart
multi-editor support with auto-
completion and type inspections, an
auto-formatter, and more.




Architectures .
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Efficiency == Sustainability

Tollet Finder Service




import os

import mysgl.connector

import json

import

from bottle import route, run, template

@route('/")
def index():
return 'Hello World®

@route('/postcode/<postcode>")
def postcode(postcode):
returnData = "INVALID input"”

if len(postcode) == and postcode.isdigit():

Find me all the toilets in a particular
. . cnx = mysql.connector.connect(user="xxxxxx@toilet-mysql', password="xxxxXxXxXxxx"',
postcode In Australla host="toilet-mysql.mysql.database.azure.com’,

database="toiletdata')
cursor = cnx.cursor()

query = ("SELECT name, addressl, town FROM toilets "
"WHERE postcode=" + postcode)

Lookup table with 18,408 records
https://data.gov.au/data/dataset/national-public-toilet-map

cursor.execute(query)

resultRow =

for (name, addressl, town) in cursor:
resultRow = resultRow + json.dumps({'name' : name, 'addressl': addressl, 'town': town}) +

non

non

resultRow = resultRow.rstrip(”,")
cursor.close()

cnx.close()
returnData = “[" + resultRow + "]"

return returnData
if __name__ == '__main__":

port = int(os.environ.get('PORT', 8680))
run(host='0.0.0.0"', port=port, debug=True)
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Let's Be Friends.....

LinkedIn : https://www.linkedin.com/in/shanebaldacchino/
Twitter : sbaldacchino
Web : https://automation.baldacchino.net

SHANE BALDACCHINO | CHIEF ARCHITECT MICROSOFT AUSTRALIA
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