
Pets, Cattle and Now Insects 
🐕 --> 🐄🐄 --> 🐛🐛🐛
Applying Security Practices To Containers & Functions

SHANE BALDACCHINO  |  CHIEF ARCHITECT MICROSOFT AUSTRALIA

1



S e c u r i n g  s o f t w a r e  d e v e l o p m e n t 2

whoami



S e c u r i n g  s o f t w a r e  d e v e l o p m e n t 3

Attacks, They Be Changing

OWASP Style Attacks

Critical Web Application Security 
Risks 
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OWASP Juice Shop
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Recent Attacks

CodeCov

Breach

Vulnerable developer secrets

Vulnerable supply chain

Electronic Arts

Breach

Vulnerable Applications

Vulnerable ID Verification



Compute has changed

Why has the game 
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The Game Has Changed
Traditional Controls Don’t Work
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Protecting Cloud Native Compute

Managed VMs 
(VMSS/MOBO)
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Container Security Challenges

Resulting in demand for “agentless" offerings with extra focus on shift-left
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Container Market Maturity Is Adolescent 

Company Founded Acquired by Acq.  time

Aqua Security 2015 - -

Twistlock 2015 Palo Alto 2019 (July)

Octarine 2017 VMware 2020 (May)

PortShift 2018 Cisco 2020 (Oct)

StackRox 2014 IBM security 2021 (Jan)

Alcide IO 2016 Rapid7 2021 (Feb)

The market is consolidating (in technology and vendors)
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K8  101
Kubernetes 

control

API server

replication, namespace, 

serviceaccounts, etc.

-controller-

manager -scheduler

etcd

Master node

Worker node

kubelet kube-proxy

Docker

Pod Pod

Containers Containers

Worker node

kubelet kube-proxy

Docker

Pod Pod

Containers Containers

Internet

Internet
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K8 Threat Landscape

Managed Execution Environments 

Run application workloads 

Provide core Kubernetes services and 

orchestration of application workloads

- worker

- worker

Managed Network Environment 

Azure Kubernetes Service Cluster

cluster 

Configuration 

Users

ARM API Data Plane API

Portal / Azure CLI 

1. Compromised Account

2. Vulnerable Application

4. App Level Attack

3. Service Miss-Configured

CI/CD

6. Traffic anomaly

5. Node Level Attack
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OpenSource

Microsoft 

❤️’s



S e c u r i n g  s o f t w a r e  d e v e l o p m e n t 1 6

K8 – Att&ck matrix
https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/
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https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/
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The attack flow – E2E container + host visibility

API Server

Control plane

Node 1 Node 2 Node 3

Malicious 
image

Container

Kubeflow 
Dashboard

Container

Container

Container

2

[Cluster alert] Exposed services 

Detects exposure of sensitive 

interfaces, including Kubeflow

[Cluster alert] Malicious image deployment

Detects deployment of malicious images in a 

cluster

[Host alert] Digital currently mining 

activity

Detects activity of digital currently mining
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K8 – Att&ck matrix
https://www.microsoft.com/security/blog/2020/04/02/attack-matrix-kubernetes/
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Container Security Domains
Security Domain

Development Lifecycle 
Customer Adoption / Maturity  

Build Ship Run

Vulnerability Management V V V Crawl

Hardening Hosts, Cluster hygiene V V V Walk

Kubernetes Policy & Enforcement V V V Walk

Runtime Protection V Walk

Network & identity- Service Mesh ​ V Run

Compliance
V V V Crawl



S e c u r i n g  s o f t w a r e  d e v e l o p m e n t 2 0

Image scan in ship

Discover ACR registries, scan all pushed images, 

and get visibility to vulnerable images

Image scan in runtime

Continuous scanning of recently pulled images

Seamless deployment and configuration

Image Scanning
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K8 – Protection

AKS cluster and nodes hygiene

Harden and audit clusters according to security benchmarks and follow the Docker CIS benchmark on 

container nodes

Runtime threat detection

Detect suspicious behavior in Kubernetes workloads via a unique agentless approach leveraging 

Kubernetes audit log, in addition to Kubernetes workers dedicated detections

Admission control policy management

Mandate/audit security best practices on Kubernetes workloads 



S e c u r i n g  s o f t w a r e  d e v e l o p m e n t 2 2

Admission control policies
Security best practices for Kubernetes workloads 

Kubernetes level hardening recommendations            

A set of best practices for protecting Kubernetes workloads 

spawning across the security controls

Shifting left with the open–source Gatekeeper v3 admission

controller

Every request to the Kubernetes API server is monitored 

before being persisted to the cluster 

A list of unhealthy workloads running in the clusters 

Deny option to mandate recommendations, ensuring 

workloads are secure by default

https://github.com/open-policy-agent/gatekeeper
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Behind The Scenes -

Azure Kubernetes Service Cluster

Node 2 Node 3Node 1

Container Runtime

Log Analytics agent

Container Runtime

Log Analytics agent

Container Runtime

Log Analytics agent

Azure Security Center

API 

Server

WorkersControl Plane

AKS Security Configuration Verified by Security Center

Continuous discovery 

of managed AKS 

instances

Actionable 

recommendations for 

security best practices 

Detect threats across 

AKS nodes and clusters 

using advanced 

analytics 

Audit 

Log

Raw

Security

Events

Gatekeeper pod

Azure Policy pod

Cluster and workload configuration 
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Know Your Roadmap
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Serverless

Shane ❤️Serverless

Run Your Code In Response To Events
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Integrated programming model 

Use built-in triggers and bindings to define when

a function is invoked and to what data it connects

Enhanced development experience

Code, test and debug locally using your preferred editor or the 

easy-to-use web-based interface including monitoring

Hosting options flexibility

Choose the deployment model that better fits your business 

needs without compromising development experience

Serverless 101 🦠🦠🦠
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PDF file added to Blob 

Storage

A function decomposes 

PDF file…

Structured data from 

file sent to SQL DB

…and sends it to 

Cognitive Services 

for OCR detection

Making It Real



S e c u r i n g  s o f t w a r e  d e v e l o p m e n t 2 8

Shared Responsibility Model
https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility

https://docs.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
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Securing Functions

Virtual Walls

Prevent lateral 

movements 

Usage Quotas

Monitor resource 

hijacking

Secure Endpoints

Evaluate vNEt / VPC 

integration

RBAC

Remove Shared 

Secrets

DDoS Mechanisms

Split large function 

in to smaller units

Test Functions Defensively

Could you handle 

100x load?
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Containers?
What About Fully Managed 
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It’s Your Pipeline
But What Is Common
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It’s A Bugs Life

Shift security left
Unite DevOps and SecOps 

teams

Accelerate secure 

innovation

Improve threat remediation 

time
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Lets Be Friends…..

SHANE BALDACCHINO  |  CHIEF ARCHITECT MICROSOFT AUSTRALIA

LinkedIn : https://www.linkedin.com/in/shanebaldacchino/

Twitter : sbaldacchino

Web : https://automation.baldacchino.net 


